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Abstract: At present, with the rise of information technology revolution, such as mobile internet,
cloud computing, big data, machine learning, artificial intelligence, and the Internet of Things,
the banking industry is ushering in new opportunities and encountering severe challenges. This
inspired us to develop the following research concepts to study how data innovation impacts banking.
We used qualitative research methods (systematic and bibliometric reviews) to examine research
articles obtained from the Web of Science and SCOPUS databases to achieve our research goals.
The findings show that data innovation creates opportunities for a well-developed banking supply
chain, effective risk management and financial fraud detection, banking customer analytics, and
bank decision-making. Also, data-driven banking faces some challenges, such as the availability of
more data increasing the complexity of service management and creating fierce competition, the lack
of professional data analysts, and data costs. This study also finds that banking security is one of
the most important issues; thus, banks need to respond to external and internal cyberattacks and
manage vulnerabilities.

Keywords: banking operation; data-driven banking; big data in banking; industrial operation; risk
management; banking decision

JEL Classification: E58; F6; G4; G5; G21

1. Introduction

Banking operations have been influenced by the emergence of intelligent data-driven
technology systems, which involves an enormous amount of data being captured and
stored at unprecedented volume, velocity, and variety [1,2]. The impressive explosion
of data and the rapid development of new technologies significantly transform business
strategies and management through artificial intelligence (Al), IoT, big data analytics (BDA),
cloud computing, blockchain, and so on [3-6]. In the earlier periods, data innovation was
considered insignificant for most firms; however, the value of data is now commonly ac-
cepted [7]. Most companies worldwide have started exploiting the potential opportunities
offered by utilising big data. Although the capturing and storage of big data has been heav-
ily invested in, less than 0.5% of the collected data were analysed or used [1]. This situation
forces financial institutions to consider transforming existing data into valuable knowledge
for management and creation of as much profit as possible for enterprises [8-11].

Data innovation is mainly considered to be a concept in the revolution of big data, which
has played an increasingly important role in the growth of the banking or financial services
sector [2,12,13]. A large amount of customer information can help banking organisations
learn about their customers’ preferences to improve service quality, enhance business profit,
and, finally, satisfy their customers [14-16]. Based on the big data provided, an intelligent
system may provide bankers with valuable tools to support the decision-making process when
dealing with complicated portfolios [7]. Additionally, the unstoppable and rapid development
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of data analytics has generated a new range of services for the banking sector and provided a
remarkable capability to specialise and individualise its products [10,17,18]. As competition is
relatively high in the banking industry, companies need to understand their existing clients
very well by learning about their customers’ behaviours from acquired data in the internal
system to offer better-tailored services [16,19]. The author of [1] mentioned that current
clients” data could also attract similar new customers to enhance a company’s market share.
Also, big data innovation provides favourable conditions for expanding financial institutions’
business scope and services for customers in the banking industry. However, navigating the
challenges brought by big data is also a question that the banking industry needs to consider
carefully [10,20-22]. The growing variety of data leads to an increasing challenge in decision-
making [23]. Data collection and integration are not sufficient for banks to effectively use
these data. The challenge is to transform the collected data into strategic levers to improve
customer satisfaction and, thus, company performance by tuning information quality and
using big data analytics [14,24,25]. Only deep mining can help explore hidden information
that can be used to provide customers with better financial products and services. The
utility of big data in finance is linked to several obstacles, such as how to realise fast and
efficient processing of big datasets with multi-source data. How can companies deal with
the fragmented data generated by financial technologies and the risk caused by rapid
response demand? How can they make full use of data analysis and mining to obtain more
significant economic benefits [26-28]? Thus, a critical claim applied to banking operations
is creating solutions to unlock the vital information hidden in big data.

Research on big data and the banking industry is new. Researchers are still trying
to figure out how banks and financial institutions can utilise big datasets to improve
their overall financial performance. There is a lack of studies that show how banks face
challenges and deal with both external and internal data and banking security. This is
considered to be a research gap to be addressed in this paper.

Based on this research gap and the significance of the above issues, this study investi-
gates certain research questions. The questions are as follows:

(i) How does big data promote the overall performance of bank operations?
(ii) What types of challenges do banks face when utilising enormous datasets?
(iii) How do banks deal with banking data security?

Considering the research gap and questions, our objectives are to discover data-
driven opportunities, threats, and security issues in the banking industry. In addition to
exploring the key objectives, this study also aims to explore the present landscape of big
data innovation in the banking industry using bibliometric data.

This study has significance as an investigation that shows how big data influence
banking operations as a whole. The views of various researchers, fellows, and other
stakeholders related to big data and banking activities were collected and analysed. We
tested existing concepts and introduced a comprehensive understanding of the current
research on big data using a qualitative method. The utilisation of big data was explored
from different financing perspectives to bring a clear picture to readers. As big data is still a
new and emerging research topic, where researchers are trying to establish a fundamental
theorem, this study provides the crucial concepts regarding the essence of big data in the
banking industry.

This study offers significant contributions to the present literature. First, this study
shows how the presence of big data has been shaping the banking sector. More specifically,
several revolutionary innovations, such as big data analytics, machine learning, artificial
intelligence, and IoT, have positively changed the entire banking supply chain, including
reducing financial fraud by managing and controlling fintech risks, understanding banking
customers, and helping with better data-driven banking decisions. This study also extends
existing research by specifying the significant challenges associated with data-driven
banking operations.
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2. Methodology

This study followed a qualitative research methodology. Commonly, a literature
review helps most to find out the gaps in current research and highlight the research
boundary [29]. This study used deductive logic to examine trending trends relating to big
data from banking operation perspectives [30]. The structured processes of this qualitative
research methodology are described in the sections below.

2.1. Study Selection

This study followed specific selection measures to identify relevant studies for our
review. Inclusion criteria were set up, such as selected studies must be empirical and
utilise an analytical and qualitative strategy [31]. These strategies helped us construct an
initial processing or framework with self-contained components which finally led to the
study selection process. Initially, we collected relevant literature during the study selection
process. This collection process not only focused on specific areas but also on the use of big
data for different business aspects. As research on big data in banking is a new endeavour,
obtaining studies with more than 5 to 10 years of data was somewhat difficult. The relevant
literature was included in this study if it was published by 28 February 2022.

2.2. Database Selection

The data of this research were collected from secondary sources. Initially, both Scopus
and Web of Science (WoS) databases were used as the main search engines [32,33]. These
two databases are the most accepted and well-known databases worldwide, with more
than 20,000 journals in Scopus and 12,000 journals in the Web of Science [30]. Not all articles
have significant contributions with a high acceptability. This is why we mainly focused
on Elsevier, Taylor & Francis, Springer, Emerald, Wiley, Sage, Informs, IEEE, and other
databases to collect relevant articles with a high acceptability. It is because the literature
relating to big data in banking is not well established.

2.3. Data Collection

Data collection focusing on banking aspects and industrial elements, particularly in the
finance industry, was emphasized here. A purposive sampling method was used because
our research focused on particular fields [34]. We followed [29], a well-known study on
qualitative research, for the data collection process of qualitative research. After collecting
the data, initial screening was performed to sort out the relevant literature relating to the
banking industry; in some cases, the literature relating to big data and finance, business,
management, and other industries was prioritised. Additionally, some web-based contents
were also collected and noted as important readings. As big data analytics is not an old
concept, and it is considered a concept that recently emerged in this decade, webpage
contents also helped extend our discussion from different viewpoints. After the initial
screening, the relevant articles relating to the research field were selected for further reading.
Then, the most important step was article coding. As this study focused on different views
of big data and the banking industry, article coding helped make the study selection process
markedly easier. Also, we followed the data analysis methods described in [35], a complete
study analysing bibliometric data using R Studio (R version 4.2.1). The entire step-by-step
biblioshiny process is described in Appendix A.

2.4. Keyword Searching

Keyword searching was one of the most important issues in the initial stage. Articles
with their title, abstract, keywords, and main text that are highly related to the topic were
searched [36]. First, we searched titles with the terms “big data” AND “banking”, and we
found 62 articles using the Scopus database and 65 articles using the WoS database. In the
second stage, “big data” AND “banking” were specified as the topic in the WoS and we
found 1460 articles. This number was 959 articles when using the Scopus database with
the keyword searching area being specified within the article title, abstract, and keywords.
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After removing 767 duplicates from both databases, 1652 articles were finally included for
the bibliometric analysis.

2.5. Data Inclusion and Exclusion

Data inclusion and exclusion processes are also crucial for a qualitative study. We
followed the data inclusion and exclusion processes of [30]. First of all, the authors of [30]
identified the literature inclusion criteria. Once articles were found to meet the inclusion
criteria, they applied the exclusion criteria to eliminate the irrelevant literature considering
the main theme of the research. We extended the data inclusion and exclusion process based
on [36], highlighting definite inclusion and exclusion processes. The data inclusion process
of [36] was limited to only 32 top-tier peer-reviewed journals; however, this study was
not limited to certain very specific journals. Our study was not limited to only 32 top-tier
journals; we extended the inclusion process to journals with a good journal index, such as
those indexed in the WoS and Scopus. After collecting the articles, these articles were first
divided into two parts based on the concept of whether they met the research objectives or
not. Afterwards, during the initial screening, related and even partially related articles were
selected for further processing and planning of the search protocol; this was followed by
screening of the abstracts and headings, which resulted in the selection of a good segment
of relevant articles for further processing. Some articles were excluded, particularly those
articles that do not focus on benefits, big data, and banking, as well as those publications
that do not focus on real applications of big data in banking.

2.6. Research Framework

Researchers and graduate students often utilise a structured research framework
in their research and stay up to date about new variations of qualitative research frame-
works [37]. A research framework is essential to classify the structure of qualitative research
based on data from a literature review [38]. It also helps with data coding and interpre-
tation [39]. Based on these concepts, this qualitative study’s methodology followed a
structured research framework described by the authors of two previous studies, [34,40].
The framework is presented in Figure 1.
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Figure 1. Research framework. Source: Authors’ compilation.

3. Theoretical Background
3.1. Terminology of Study
3.1.1. Big Data

The author of [41] introduced the most common definition of big data based on a
paradigm of the three V’s, known as volume, velocity, and variety. In terms of data volume,
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it is estimated that 1.7 megabytes of new information is generated every second for every
person across the world by 2020 [1]. In terms of velocity, big data involves fast data creation
speed, which is even more critical than volume for many applications. The collection of
tick-by-tick data or nearly real-time information allows companies to be much more agile
than their competitors [42]. The third one is variety, which is the most interesting of the
three V’s; that is, big data comprises data of different natures [43]. For example, big data
comes in the forms of messages, texts, images, updates, videos, web searches, financial
transactions, emails, and posts on Facebook, Twitter, and other social networks. Several
scholars claimed there should be the addition of two more V’s in the definition of big data,
that is, variability and virality. Variability refers to the contextualisation of big data, while
virality requires the growth of big data to be exponential [44].

3.1.2. Big Data Analytics

Big data analytics (BDA) is considered a tool for extracting values from huge volumes
of data and information to drive new market opportunities with maximum customer
retention [45]. BDA is a complex process to examine large datasets to uncover different
important information, such as market trends, hidden patterns, customer preferences, and
correlations, to make informed business decisions [46—48]. Top-performing organisations
that use big data analytics perform five times more efficiently than organisations that do
not utilise big data analytics [48].

3.1.3. Machine Learning

The authors of [49] stated that machine learning (ML) “...is an evolving branch of
computational algorithms that are designed to emulate human intelligence by learning from the
surrounding environment”. ML is considered the working horse of the so-called big data
technologies. ML is also regarded as lying at the intersection of statistics and computer
science and the core of data science and AI [50,51]. In the banking industry, the use of ML
is very popular to make algorithm-based predictions [52,53].

3.1.4. Artificial Intelligence

The term artificial intelligence (AI) refers to the use of a computer to model intelligent
behaviour with minimal human intervention [54]. The author of [55] mentioned Al as
intelligent human behaviour consisting of processes, which can be formalised with an algo-
rithm and reproduced in a machine. Also, Professor John McCarthy, regarded as the father
of Al (http://jmc.stanford.edu/articles/whatisai.html (accessed on 16 February 2021)),
mentioned Al as the science of making intelligent machines. More specifically, intelligent
computer programs are related to the very similar tasks of using computers to understand
human intelligence. However, one important issue is that Al does not have to confine itself
to biologically observable facts [56].

3.1.5. Internet of Things (IoT)

The Internet of Things (IoT) refers to the network of physical objects embedded within
software, sensors, and other technologies to connect and exchange data between devices
and specified systems over the internet [57,58]. The IoT is a smart environment that
uses interconnection sensing and actuating devices to share information across platforms
through a unified connecting framework [59]. 10T applications provide reliable device-
to-device and human-to-device interaction services [60]. Smart home appliances are a
good example of the IoT; for example, thermostats, lights, refrigerators, cars, and other
appliances can all be interconnected through an IoT network.

3.2. Data-Driven Banking

Progressive regulations and technological developments, particularly information
technology and big data, have led to digital banking operations and virtual banking sys-
tems worldwide [42,61]. Also, data-driven services offered by a service provider are always
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expected by customers to operate in real time [62]. This is why the market is moving
fast to sustain market dynamics, which ultimately supports banking operations’ digital
growth for a more extended period and towards better banking systems. However, cur-
rent regulations, transformation, technological advancements, and innovations will not
work unless incumbent institutions introduce a data-driven approach with a high finan-
cial performance that can provide more significant profits [22,63-66]. Data innovation
increases market competition in different aspects of the banking industry [67,68], promot-
ing the entire banking system with diversified opportunities. Data-driven approaches
help financial institutions to perform better in mergers and acquisitions [69], predict the
success of banking telemarketing [70] and banking supply chain [71], and evaluate banking
performance [14,72].

3.3. The Present Landscape of Big Data and Business

The rapid development of interconnected mobile networks, the IoT, and social net-
works has resulted in the exponential growth of diversified data. Semi-structured and
unstructured data source channels have become more complicated, leading to a modern
digital information era. As the demand for data innovation increases daily, the revenue of
big data analytics software grows rapidly. In 2011, the revenue was USD 32.14 billion and
had almost doubled in 2018 [73]. Also, the revenue of big data and business analytics is
increasing worldwide from year to year. The global market value of big data and business
analytics was valued at USD 168.8 billion in 2018. However, it is predicted to grow to
nearly USD 274.3 billion by 2022, with a five-year CAGR (compound annual growth rate) of
13.2 percent (https:/ /www.statista.com/statistics /551501 /worldwide-big-data-business-a
nalytics-revenue/ (accessed on 16 February 2021)). Global information is also snowballing,
generating hundreds of billions of data points daily [40]. These data contain information
on past and present internal operations and external activities of different industries. Every
day, trillions of data points provide numerous opportunities to people, such as effective
communication at a lower cost, using global information systems to work together from
different places, making decisions, monitoring transaction processes, and providing control
measures. Global information systems also help overcome differences in distance, time,
language, and culture for people to cooperate effectively. Cooperation can be improved
through groupware software, group decision support systems, extranets, and electronic
meeting facilities. For these reasons, the amount of information is increasing globally (see
Figure 2).

Global Information
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Figure 2. Global amount of information 2010-2025. Source: IDC; Statista [74]. [The total amount
of data created, captured, copied, and consumed across the world is forecasted to increase rapidly,
reaching 64.2 zettabytes in 2020. The rapid development of digital technologies contributes to the
ever-growing global data sphere. * Refers to the prediction].
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As shown in Figure 2, the last decade was a booming decade for data innovation.
The global information was almost two zettabytes in 2010, which remarkably increased to
64.2 zettabytes in 2020. Information has been produced rapidly after 2019, and the amount of
information will increase by more than six times in the following decades. Moreover, according
to Analytics Insight, 2019 was an important year in the big data landscape. After the merging
of Cloudera with Hortonworks at the beginning of the year, the use of big data has been on the
rise globally, and organisations have begun to accept the importance of data operations and or-
chestration to their business success (https:/ /www.talend.com/resources/what-is-cloudera/;
https:/ /www.pacificdataintegrators.com/insights/cloudera-hortonworks-merger; (accessed
on 16 February 2021)). The value of the big data industry was USD 189 billion, an increase
of USD 20 billion over 2018, and had continue to increase, reaching USD 247 billion in
2022. Big data trends will be the centre of attraction for data scientists, data officers, and
managers; big data analytics will significantly impact investment and cloud-based oper-
ations; and ML will become the focus [75]. These trends will capture the market with a
significant amount of money, such as the value of data innovation in cognitive comput-
ing is expected to reach nearly USD 18.6 billion. Data innovation in application infras-
tructure will reach almost USD 11.7 billion, and public safety and homeland security will
reach about USD 7.5 billion. Real-time data will also be considered a fundamental value
proposition in every case, segment, and solution. Additionally, leading market compa-
nies are also rapidly integrating data-driven innovative technologies with IoT infrastruc-
ture (https:/ /www.globenewswire.com/news-release/2020/03/18/2002786/0/en/Globa
1-Big-Data-Market-Insights-2020-2025-Leading-Companies-Solutions-Use-Cases-Busines
s-Cases-Infrastructure-Technology-Integration-Industry- Verticals-Regions-and-Countries
.html (accessed on 16 February 2021)). Therefore, it is crucial to consider data management
in any innovative decision-making and corporate activities.

As a single field, data innovation is mostly related to the banking industry, discrete
manufacturing, professional services, process manufacturing, and federal government
activities [27,76-81]. As shown in Figure 3, the banking industry is the biggest single entity
from which big data and business analytics revenues are generated, accounting for nearly
14% of the total revenue. Discrete manufacturing is the second biggest sector, contributing
to almost 11.3% of the total revenue. Professional services stay at the same level as process
manufacturing, accounting for 8.2% of the total revenue. As the banking industry is the
biggest one, identifying the advantages and challenges of data innovation is very important
for every phase.

3.4. Present Literature

A brief review of existing literature on big data and banking is also presented here.
Figure 4 presents highly discussed issues in this research area. Figure 4 shows the word
cloud of big data and banking research based on the bibliometric data analysis. The
highlighted words include big data, banking, machine learning, big data analytics, fintech,
mining, credit risk, cloud computing, classification, credit scoring, data models, financial
performance, risk, competition, feature selection, sentiment analysis, challenges, and so
on. The systematic result is presented in the results sections based on the aforementioned
keywords. Also, how big data is linked to banking research is important. Figure 5 shows
how banking is connected with data innovations.
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Share of big data and business analytics revenues worldwide in 2019, by industry*

- Banking 13.9%

« Discrete manufacturing 11.3%

Others 51.6%

Professional services 8.2%

« Process manufacturing 8.2%

- Federal/central government 6.8%

Source Additional Information:
IDC Worldwide; 2018
© Statista 2020

Figure 3. Share of big data and business analytics revenues worldwide in 2019, by industry. Source:
IDC@ Statista. [Note: The statistic shows the leading industries based on their share of the global big
data and analytics market in 2019. That year, banking was responsible for producing 13.9 percent of
big data and business analytics revenues. In total, the market was forecasted to grow to 189.1 billion
U.S. dollars in revenue in that year (https://www.statista.com/statistics /616225 /worldwide-big-dat
a-business-analytics-revenue/ (accessed on: 16 February 2021). * Refers to the prediction].
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We used keyword plus terms, authors” keywords, and keywords from the title of
the manuscripts for the bibliometrics analysis. However, Figure 5 includes only our
keywords. The detailed keyword analysis is also presented in Table Al (see Appendix A).
A thematic map was also produced and is presented in Figure 6. As shown in Figure 6,
the highlighted thematic groups are as follows: The basic themes are (i) data development
analysis, efficiency, and bank, and (ii) financial crisis, banking industry, and corporate social
responsibility. The motor themes are liquidity, corporate governance, and data. There are
two themes that fall under both basic and motor themes. These are (i) big data, machine
learning, and banking, and (ii) bank, China, and financial performance. The niche themes
are (i) bank size, banking sector, and content analysis; (ii) India, profitability, and customer
satisfaction; and (iii) Islamic banks and Pakistan. The declining or emerging themes are
(i) systemic risk, financial stability, and too-big-to-fail, and (ii) personality traits, financial
inclusion, and microfinance. Also, we present the growth and increasing trend of big data
and banking research in Figure Al: cumulative word growth of 20 words from 1991 to 2021,
and Figure A2: year-by-year cumulative word growth from 1991 to 2021 (see Appendix A).

Many researchers discussed the concept of big data for industrial usage in different
periods; however, the discussion mainly came to the front from 2014 onwards. According
to the bibliometric findings, we found that most research studies were published after 2018;
thus, we consider this to be a very uprising issue of publication. Table 1 presents the most
notable contributions to big data and banking.
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Figure 6. Thematic map. Source: Authors’ illustration using R Studio.
Table 1. Studies with the most global citations.

Paper DOI TC TC/Year
Queiroz Mm, 2019, Int ] Inform Manage  10.1016/j.ijinfomgt.2018.11.021 220 55
Hudson J, 2006, Kyklos 10.1111/j.1467-6435.2006.00319.x 211 12.4118
Lincoln Jr, 1996, Am Sociol Rev 10.2307 /2096407 207 7.6667
Basheer A, 2018, Chirality 10.1002/chir.22808 205 41
Pichonpesme V, 1995, ] Phys Chem-Us ~ 10.1021/j100016a071 173 6.1786
Wu Ds, 2006, Expert Syst Appl 10.1016/j.eswa.2005.09.034 171 10.0588
Roe Mj, 1993, Yale Law | 10.2307 /796856 158 5.2667
Fu Xq, 2009, ] Bank Financ 10.1016/j.jbankfin.2006.11.023 157 11.2143
Williamson B, 2016, ] Educ Policy 10.1080/02680939.2015.1035758 150 21.4286
Hasan S, 2013, ] Stat Phys 10.1007 /s10955-012-0645-0 150 15
Benoit S, 2017, Rev Financ 10.1093 /rof /rfw026 140 23.3333
Miltgen Cl, 2013, Decis Support Syst 10.1016/j.dss.2013.05.010 139 13.9
Markose S, 2012, ] Econ Behav Organ 10.1016/j.jebo.2012.05.016 132 12
Ballen Kk, 2001, Bone Marrow Transpl ~ 10.1038/sj.bmt.1702729 121 5.5
Grijalva E, 2015, Appl Psychol-Int Rev ~ 10.1111/apps.12025 119 14.875
Kou G, 2019, Technol Econ Dev Eco 10.3846/tede.2019.8740 118 29.5
Singh R, 2017, Rsc Adv 10.1039/c7ra07191d 114 19
Lambie-Mumford H, 2013, ] Soc Policy ~ 10.1017/5004727941200075X 111 11.1
Hughes Jp, 2013, ] Financ Intermed 10.1016/j.jfi.2013.06.004 106 10.6
Huang X, 2012, ] Financ Serv Res 10.1007/510693-011-0117-8 106 9.6364

Source: Authors’ analysis (TC = Total citation).

More specifically, Table 1 presents the top-cited publications in this field; we present
only the top 20 most cited research studies in this table. An extension of this table is
presented in Table A2 (see Appendix A), which includes the top 50 most cited studies
in this research field. The countries with the most publications are also presented here
(see Table A3 in Appendix A). As shown in Table A3, the top five countries with the most
publications on big data and banking are the USA (354 documents), China (310 documents),
the UK (118 documents), India (103 documents), and Germany (97 documents). Also, the
countries the most cited publications are the USA (3084 citations), China (1331 citations),
the UK (1213 citations), France (725 citations), and Canada (414 citations).
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4. Findings
4.1. Data-Driven Opportunities in Banking Operations

Big data influences dramatically many aspects of financial services and the banking
industry, including the financial market [82]; internet credit service companies [83]; internet
finance [84]; management, analysis, and applications [80]; and credit banking risk analysis
and risk management [85,86]. Based on these concepts, the influence of big data on the
banking sector is discussed in the subsections below.

4.1.1. Banking Supply Chain

Banks can be extended to become a more extensive supply chain network by including
affiliated or upstream/downstream companies along their related supply chains. Based
on real-time supply chain upstream and downstream data, supply chain finance (SCF)
risk can be calculated using different assessment models [87]. IoT-based risk management
performance using big data analysis is a useful instrument capable of predicting different
(SCEF) risks [88,89]. Moreover, banks use big data analytics to explore internal business-
to-business (B2B) data to improve SCF and identify potential corporate customers or to
improve the business offerings to existing corporate customers along the business’s supply
chain [90]. The authors of [22] identified big data analytics as an important factor of banking
customer marketing and risk management performance. Using big data, banks can utilise
the information to track client behaviour continually in real time as well as to monitor
supply chain performance, which will finally lead to a boost in overall profitability and
performance [91].

4.1.2. Bank Risk Management

The rapid growth of massive data and the increasing maturity of big data technolo-
gies have made it possible to manage risks in the banking industry based on big data
analysis. Building an advanced risk management system has become one of banks’ core
competitiveness [27,66,92]. Big data is also becoming more crucial for financial risk analysis.
Particularly, with the rise of cybercrime, big data analysis assists in detecting various pat-
terns that suggest a potential banking cybersecurity danger [93,94]. Also, banks may obtain
real-time insight into its risks and utilise the information to derive a risk management
strategy by utilising data science technology, which integrates predictive algorithms to
analyse large data in conjunction with risk assessment [48,95,96]. Banks also gain a wealth
of insight into organisational risk by leveraging various sources of big data, allowing for
threat assessment and mitigations [89,97].

4.1.3. Financial Fraud Detection

Scammers can quickly exhaust personal financial accounts or steal thousands of dollars
from credit cards. Worse still, organised criminal groups can execute well-designed plans
and illegally dispossess millions of dollars. Therefore, financial fraud detection is essential
to minimise the risk for the organisation. Big data assists in banking fraud detection
in different ways; for example, (i) companies use improved and better fraud detection
methods based on real-time big data analysis [26,98]; (ii) algorithms based on real-time
transactions and high-speed data generation from diverse sources help banks detect fraud
more accurately; (iii) modern systems can detect fraud faster and consistently using ML
algorithms [99]; and (iv) big data allows banks to prevent unauthorised transactions by
providing banking at a safe and secure level, which raises the security standard of the
banking industry.

4.1.4. Customer Insight and Marketing Analytics

Big data helps banks obtain a 360-degree view of their customers [100-102]. “A 360-
degree view of the customer is the concept of being able to view and analyses all of the data you have
about every single customer in isolation, in one location” (https:/ /www.mycustomer.com/hr-
glossary /360-degree-view-of-the-customer (accessed on 16 February 2021)). Using a large
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dataset, the 360-degree view operates like a crystal ball by showing an inside look into past,
present, and future customer data and customer-organisation relationships. Therefore,
it provides diversified banking facilities such as analysis of bank loan risk, segmentation
of different banks’ clients, and client sentiment analysis [103,104]. In addition, big data
enables banks to gain insight into customers’ consumption behaviours and patterns, thus
simplifying their needs and demands. [Note: the reference [105] mentioned that big
data enables banks to gain insights into customers' consumption habits and patterns,
thereby simplifying the task of determining their needs and demands. This study also
highlighted the advantages of customer segmentation, which allows banks to better target
their customers through relevant marketing activities tailored to customer needs. Mainly,
the focus of the study was on “big data customer segmentation” (https:/ /bigdata-madesi
mple.com/role-big-data-banking-industry/ (accessed on 16 February 2021))]. By tracking
each customer’s transaction, banks can categorise customers based on several parameters,
such as standard services, preferred credit card spending, and even net worth. Customer
segmentation allows banks to better target customers through relevant marketing activities
tailored to customer needs.

4.1.5. Banking Decision

Big data management is considered a tool that allows a company or an institution
to generate, manipulate, and manage massive datasets within a prespecified timeframe.
Big data helps promote progress transparency, audit ability, and executive oversight of
any enterprise’s risk [106], thus improving their decision-making ability. A digitalised big
dataset is a valuable tool to increase business decision-making with diversified options.
Different comprehensive methods, analytical techniques, and standards for describing
and managing decisions are essential for banking success [107,108]. The authors of [108]
identified a big data value chain for decision science. It starts with data capture, then data
curation, data analysis, data visualisation, and finally, decision-making using visualised
data. Big data processing and big data analytics capabilities influence banks’ decision-
making quality; however, a lack of knowledge regarding big data analytics also influences
the decision-making quality [109]. Also, big data analysis during the decision-making
process always adds value to the decision made [110].

4.2. Challenges Faced by Banks in the Era of Big Data

Big data’s 4V characteristics comprise different challenges for management, analytics,
finance, and other various applications. These challenges consist of effectively organising
and managing banking sectors, finding novel business models, and handling traditional
banking issues [80]. Data-driven development methods will also have a disruptive impact
on its future. For a long time, banks have focused on collecting and storing enormous
amounts of data. However, they face significant challenges when contemplating the full
use of such data. In this paper, the significant challenges are summarised, considering the
banking sector’s typical characteristics in the era of big data.

4.2.1. Changes in Banking Operation

The advancement in information technology and Internet technology development
brings changes to the banking industry’s operations and regulatory policies. It has lowered
the industry’s entry barriers, allowing non-financial institutions to enter the financial system
and use their technological advantages and blind spots in the regulatory process to gain
competitive advantages [111]. The relationship between data innovation and banking will
impact management virtualisation and product virtualisation [112-114]. For management
virtualisation, various documents and vouchers in the banking business will appear in
digital files in an electronic and data management model, which will continue to impact
the traditional commercial banking operating model. Besides that, product virtualisation
will also influence big data management, as different products will change their profit-
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earning behaviour and be exchanged at a faster rate as various types of data signals become
availabe. These changes significantly affect traditional banking habits [40,115].

4.2.2. Complex Service Management

With the rapid development of e-banking business, big data promotes the formation
of customer solutions with more choices and more independent requirements than be-
fore, which can help sustain profitability and generate trending business values [22,27].
Commercial banks must promote individualised services through active marketing for
new customers with diversified opportunities and expanded services, which make every-
day banking operations more complex than traditional banking services [42,44,116]. Also,
unstructured and heterogeneous datasets are extremely complex and need real-time or
almost real-time analysis to manage their complexity [96]. Also, big data works as a great
challenge due to data accidents, which present an inevitable challenge. Employers may
face this challenge when regulating the use of big data in their organisations [117].

4.2.3. The Highly Competitive Market for Commercial Banks

The ability to obtain big data will determine the competitiveness of commercial banks.
Commercial banks themselves have a large amount of customer data and transaction
data; the more data they collect and process, the more they can gain the advantages of
data innovation, leading to fierce competition among competitors [118,119]. Therefore,
competing with larger firms becomes more complicated than during the earlier times of
traditional banking. Also, the choice of technology for big data involves decision-making
risks [120]. In addition, the analysis and processing of unstructured data are costly [121,122].
Unstructured and semi-structured data that widely exist in social networks, e-commerce
platforms, and other media require more complex methods to deal with their massive
fragments and higher costs [98,120,123]. The costs of big data management ultimately hit
the overall profitability, leading to market competitiveness.

4.2.4. Changes in Banking Operation

The advancement in information technology and Internet technology development
brings changes to the banking industry’s operations and regulatory policies. These changes
make banking operations more complex compared to traditional banking [96,108]. Also,
banks are increasingly implementing technological operations that facilitate complex ser-
vice scenarios [124]. In addition, utilising vast volumes of complex data makes the business
process workflow complex. However, banks must utilise such complex data and analyses
to improve their overall business operations and financial performance [125].

4.2.5. Lack of Professional Data Analysts, Experiences, and Knowledge

Most commercial banks have not established a mature data analysis team with a high
sensitivity to data’s value, professional ability, and data analysis experience. In particular, a
lack of knowledge and experiences regarding big data handling and a lack of confidence
are considered some of the biggest human barriers to the use of big data in the banking
industry [114,126]. Many data analysts are good at finding the causes of problems that
have occurred through data analysis and management. Still, they do not have sufficient
ability to discover unknown issues. In this case, a lack of top management support and
skills is also regarded as an important issue [127,128]. Also, there is a problem of skill
shortage in precisely predicting the value of big data and future data trends [128-130]. The
authors of [131] identified that there is a general shortage of data security experts in the
banking industry.

4.2.6. The Costs of Data

To better adapt and control the big data model, the banking industry must establish its
own commercial big data platform and algorithms [132,133]. This big data platform must collect
structured business data, manage all kinds of unstructured data, and even compare the collected
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data with historical data, which requires banks to process data efficiently [114,134]. To achieve
this expected goal of the banking industry, it usually is necessary to make available cloud
computing technology, distributed computing technology, and redundant configuration
technology. From this perspective, although big data in the banking industry has the
prospect of bringing high benefits, at the same time, the costs are quite remarkable, and
there is no way to avoid this kind of mandatory costs [120,135]

4.3. Banking and Data Security

Database vulnerabilities, privacy breaches, and leakage of users’ information by
internal employees have frequently occurred in companies [136], particularly in the banking
industry. Thus, the structure of data security and data privacy systems continues to
be an urgent need in the banking industry that needs to be addressed [137,138]. As
the banking industry accelerates into the industrial internet era, the generation of new
information technologies and applications, such as big data, artificial intelligence, and
cloud computing, continues to develop, and the process of digitisation and industrial
upgrading is accelerating [61,76,139,140]. However, under the current wave of digitisation,
continuous expansion of business boundaries has also led to frequent cybersecurity issues
in the banking industry [1,141]. For example, attacks in the banking sector have shown
an intensifying trend at present time. Hackers continuously target banks via different
forms, such as ransomware, malicious outsourcing, compromised remote sites, Stuxnet,
ICS insider, IT insider, Trojan horses, worms, and denial-of-service (DDoS) attacks [142,143].
An example is the theft of USD 101 million from Bangladesh’s central bank conducted by
unidentified hackers on 5 February 2016 [144]. Due to the lack of an organisational structure,
management system, and other aspects compatible with data security, the banking industry
faces relatively severe data security risks [145,146]. Both external and internal parties are
involved in the security issue, such as dealing with external cyberattacks, internal security
awareness, and management vulnerabilities, as banking security risks are emphasised here.

4.3.1. Dealing with External Cyberattacks

Banks are lucrative targets that cybercriminals typically attempt to get internal access,
damage, or alter targeted network systems to steal funds and fundamental financial data,
such as bank account details and credit card information [147]. Attacks in the banking
sector have shown an intensifying trend at present time. External hackers continuously
target banks via different forms, such as ransomware, malicious outsourcing, compromised
remote sites, Stuxnet, ICS insider, IT insider, Trojan horses, worms, and denial-of-service
(DDoS) attacks [142,143]. An example is the theft of USD 101 million from Bangladesh’s
central bank conducted by unidentified hackers on 5 February 2016 [144,148]. The main
purpose of cyberattacks from external parties is not aimed at the destruction of the targeted
system but rather the gaining of financial benefits [149]. Banks still cannot completely
prevent network security incidents, and it is impossible to ensure 100% security [150].
However, banks are trying to create good systems against external cyberattacks [151]

4.3.2. Internal Security

Improving internal security is also one of the most critical issues for banking applica-
tions in the financial sector [127]. It directly helps educate internal parties on how to deal
with financial terrorism, such as banking operation risks and cautions about cyberattacks,
phishing attacks, etc. [131,152,153]. It is also vital to make customers aware of information
security by educating them about online banking activities and the dangers of phishing,
ACH and wire fraud, malware, and other risks through the use of different materials,
such as articles, posters, videos, email campaigns, and newsletters [154]. Additionally,
training internal parties regarding technological devices” high adaptability is also cru-
cial [155,156]. The authors of [156] emphasised that employees’ knowledge regarding their
organisation’s information security policies and procedures helps to increase information
security awareness.
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4.3.3. Management Vulnerabilities

Managing different types of vulnerabilities is also a highly crucial issue for banks. How
banks address vulnerabilities is becoming increasingly important at every level of banking
operation. The author of [157] mentioned some critical methods to manage and mitigate
vulnerabilities. There include (a) identifying and categorising information assets, such as
confidential data, highly restricted data, data for internal use, and publicly used data, based
on the data value and level of sensitivity; (b) implementing a cybersecurity risk assessment
process; (c) and educating internal employees about cybersecurity issues. It is also essential
to prepare an IT expert team to prioritise the most critical parts of the network and network
segmentation as a strategic policy to reduce information threats [158]. The author of [159]
added regular vulnerability assessment as an important tool to reduce information threats.
However, it is highly emphasised that managing vulnerabilities should be conducted by a
separate department with an expert team with both expertise and business intelligence.

5. Discussion and Conclusions
5.1. Discussion

Big data’s proliferation provides favourable conditions for expanding financial institu-
tions” business scope and services for customers in the banking industry. How to navigate
the challenges brought by big data is also a question that the banking industry needs to
consider carefully [22,27,116,160]. Thus, a qualitative research methodology to identify
the different aspects of big data implications for the banking industry was conducted in
this study.

Overall, the banking sector is undergoing changes because of big data, which is
giving banks multiple opportunities to improve their processes, reduce risks, and spur
development. It makes consumer services more transparent, which fosters loyalty and
trust. Big data makes it possible to provide more individualised suggestions to customers.
By using data-driven goods and services, it creates new income sources. Additionally, it
improves risk management skills and supports banks’ regulatory compliance. Overall, big
data is having a significant influence on banking, giving banks the ability to control risks,
optimise operations, and encourage corporate growth.

Second, the banking sector faces increasing challenges in managing and applying big
data technology due to banking operation changes, a more competitive market, risks in
selecting big data technology for decision-making, a lack of professional data analysts,
and expensive costs. Third, big data management plays a crucial role in controlling and
reducing banks’ vulnerabilities when dealing with external cyberattacks as well as raising
internal security awareness. Banking security has always attracted attention from banks.
Although commercial banks have increased their data security management investment
in recent years, factors such as long business chains and complex software and hardware
systems have further increased the hidden dangers of big data. Properly keeping and safely
and legally using big data is particularly important in such cases [161-165].

In response to banking security issues, the banking industry should emphasise some
core elements of its data security system, including transaction security, security compliance,
network security technology, information security, and the entire life cycle of data Among
them, transaction security is an essential factor that distinguishes the banking industry
from other industries and an essential object of future security protection. Other elements of
banking security systems are also prevalent everywhere in the banking industry. However,
with subsequent promulgation of supporting laws, regulations, and industry regulatory
standards in data security, the future of banking data security systems must be protected
from any kind of cyberattacks.
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5.2. Conclusions

Big data has been transforming the way banks operate. It is also evident that this
transformation is only in its infancy. The potential of using big data to improve banking
operations is enormous. Banks can increase their profit substantially. Despite the significant
prospect of big data in the banking and financial industry, there is a very limited number
of in-depth systematic and bibliometric analyses available on the issue. To address this
issue, this study stated its purposes and conducted an in-depth analysis to show how
an enormous amount of data creates opportunities for financial institutions, particularly
banking institutions. Also, this study discussed the challenges and different banking
and data security issues. Finally, this study showed that big data significantly influences
the banking supply chain, bank risk management, detection of financial fraud, analysis
for customer insights, and major banking decisions. Although big data brings several
benefits, some drawbacks are evident. This study showed that the major challenges
are complex service management, increasing market competition, significant changes in
banking operations from manual services to automation, the lack of professional data
analysts, and finally, the costs of utilising big datasets. Regarding banking and data
security, this study mentioned that banks should carefully exploit big data to improve their
performance while minimising security incidents. Identifying the solutions for these issues
requires the involvement and cooperation of data scientists, marketers, lawyers, managers,
and regulators.

5.3. Future Research Direction

Although this research is detailed and covers the relevant, peer-reviewed literature
gathered from peer-reviewed journals, there are still some limitations to the current work.
We used the Scopus and Web of Science databases, which are popular among researchers,
to select relevant articles. There is the possibility that articles not indexed in Scopus and
Web of Science might be relevant to the study scope. This study highlights some challenges
that banks encounter in the application of big data. However, a comprehensive framework
to overcome these challenges has not been systematically addressed. Therefore, in the
future, both highly developed theoretical and empirical research should be experimented
with to address big data challenges in the banking industry. Also, this study suggests that
further research on improving efficiency using big data analytics in the banking industry.

Author Contributions: Conceptualisation, M.H.; methodology, M.H.; software, M.H.; validation,
M.H., A H. and T.L,; formal analysis, M.H.; investigation, M.H.; resources, M.H.; data curation, M.H.;
writing—original draft preparation, M.H.; writing—review and editing, A.H. and T.L. All authors
have read and agreed to the published version of the manuscript.

Funding: This research received no external funding.
Institutional Review Board Statement: Not applicable.
Informed Consent Statement: Not applicable.

Data Availability Statement: Data will be available upon request.

Acknowledgments: We are grateful to the anonymous reviewers who provided comments on
this manuscript.

Conflicts of Interest: The authors declare no conflict of interest.



FinTech 2023, 2

500

Appendix A.

Table Al. Keyword analysis (occurrences).

Keyword Plus Authors’ Keywords Title Keywords

Impact 64 Big data 119 Corporate social responsibility 4
Model 57 Machine learning 30 Dynamic panel data 4
Performance 55 Banking 27 Financial risk management 4
Big data 53 Banks 24 Machine learning methods 4
Management 39 Data mining 17 Credit risk evaluation 3
Risk 39 China 14 Data envelopment analysis 3
Information 31 Data envelopment analysis 14 Umbilical cord blood 3
Determinants 28 Fintech 14 Business_automated data economy 2
Competition 22 Systemic risk 14 Chinese commercial banks 2
Growth 21 Big data analytics 13 Clinical trial data 2
Banking 20 Efficiency 13 Credit banking risk 2
Cost 20 Finance 13 Credit risk evidence 2
Efficiency 20 Artificial intelligence 12 Data bank itrdb 2
Models 20 Financial stability 12 Data economy model 2
Prediction 20 Credit risk 11 Data management system 2
Ownership 19 Financial crisis 10 Decision support system 2
Behavior 17 India 10 Direct investment inflow 2
Innovation 17 Bank size 9 Efficient feature selection 2
Panel-data 17 Blockchain 9 Foreign direct investment 2
Challenges 16 Cloud computing 9 Home equity loans 2
Information-technology 16 Hadoop 9 Indian banking system 2
Market 15 Banking sector 8 International tree_ring data 2
Scale 15 Business intelligence 8 Internet banking services 2
System 15 Deep learning 8 Listed commercial banks 2
Classification 14 Innovation 8 Mobile banking adoption 2
Systems 14 Smes 8 Oil price shocks 2
Banks 13 Bank 7 Panel data analysis 2
Internet 13 Classification 7 Panel data approach 2
Policy 13 Credit scoring 7 Perceived information pollution 2
Profitability 13 Data models 7 Social media sentiment 2
Analytics 12 Financial inclusion 7 Systemic risk analysis 2
Data . 12 Liquidity 7 Systemic risk contributions 2
envelopment analysis

Diversification 12 Personality traits 7 Systemic risk measurement 2
Governance 12 Too-big-to-fail 7 Tree_ring data bank 2
Trust 12 Banking industry 6 Two_stage hybrid default 2
Adoption 11 Competition 6 Abandoned mining tunnel 1
Framework 11 Corporate governance 6 Abdurrahman agas shipbuilding 1
Identification 11 Data analytics 6 Access mine requiring 1
Internet banking 11 Data science 6 Account fees competition 1
Knowledge 11 Database 6 Achieving strong customer 1
Corporate governance 10 Feature selection 6 Acquisition matching method 1
Countries 10 Financial performance 6 Actionable idea connecting 1
Firm 10 Islamic banks 6 Actual consumer usage 1
Quality 10 Regulation 6 Adaptive anomaly detection 1
Satisfaction 10 Risk 6 Administration 1

employment predictor
Services 10 Sentiment analysis 6 Adopt Islamic financing 1
Strategy 10 Sustainable development 6 Adopt mobile banking 1
Technology 10 Challenges 5 Adoption key challenges 1
Access 9 Cor.porate o 5 Adrenocortical carcinoma improving 1
social responsibility
Economic growth 9 Data 5 Advanced machine learning 1

Source: Authors’ analysis (Data are presented here without any modification. This is why there are some
unnecessary words that are not related to this research).
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Table A2. Extension of Table 1 (studies with the most global citations).

Paper DOI TC TC/Year
Queiroz Mm, 2019, Int ] Inform Manage 10.1016/j.ijinfomgt.2018.11.021 220 55
Hudson J, 2006, Kyklos 10.1111/j.1467-6435.2006.00319.x 211 12.4118
Lincoln Jr, 1996, Am Sociol Rev 10.2307 /2096407 207 7.6667
Basheer A, 2018, Chirality 10.1002/chir.22808 205 41
Pichonpesme V, 1995, ] Phys Chem-Us 10.1021/j100016a071 173 6.1786
Wu Ds, 2006, Expert Syst Appl 10.1016/j.eswa.2005.09.034 171 10.0588
Roe Mj, 1993, Yale Law ] 10.2307 /796856 158 5.2667
Fu Xq, 2009, ] Bank Financ 10.1016/j.jbankfin.2006.11.023 157 11.2143
Williamson B, 2016, ] Educ Policy 10.1080/02680939.2015.1035758 150 21.4286
Hasan S, 2013, ] Stat Phys 10.1007 /s10955-012-0645-0 150 15
Benoit S, 2017, Rev Financ 10.1093 /rof /rfw026 140 23.3333
Miltgen Cl, 2013, Decis Support Syst 10.1016/j.dss.2013.05.010 139 13.9
Markose S, 2012, ] Econ Behav Organ 10.1016/j.jebo.2012.05.016 132 12
Ballen Kk, 2001, Bone Marrow Transpl 10.1038/5sj.bmt.1702729 121 5.5
Grijalva E, 2015, Appl Psychol-Int Rev 10.1111/apps.12025 119 14.875
Kou G, 2019, Technol Econ Dev Eco 10.3846/tede.2019.8740 118 29.5
Singh R, 2017, Rsc Adv 10.1039/¢7ra07191d 114 19
Lambie-Mumford H, 2013, J Soc Policy 10.1017/5004727941200075X 111 11.1
Hughes Jp, 2013, ] Financ Intermed 10.1016/j.ji.2013.06.004 106 10.6
Huang X, 2012, ] Financ Serv Res 10.1007 /s10693-011-0117-8 106 9.6364
Liu Cs, 1998, Terr Atmos Ocean Sci 10.3319/TA0O.1998.9.4.705(TAICRUST) 105 4.2
Zhang Wp, 2019, Nat Commun 10.1038/s41467-019-08463-z 104 26
O'neill K, 2003, Comp Polit Stud 10.1177/0010414003257098 101 5.05
Pierce L, 2009, Strategic Manage J 10.1002/smj.736 98 7

Tang DI, 2002, Remote Sens Environ 10.1016/50034-4257(02)00062-7 96 4.5714
Rey M, 2016, ] Mol Spectrosc 10.1016/j.jms.2016.04.006 94 13.4286
Dean Dj, 2011, Geomorphology 10.1016/j.geomorph.2010.03.009 88 7.3333
Golany B, 1999, Interfaces 10.1287/inte.29.3.14 87 3.625
Lehrer C, 2018, ] Manage Inform Syst 10.1080/07421222.2018.1451953 86 17.2
Zhang Z, 2017, Nucleic Acids Res 10.1093 /nar/gkw1060 85 14.1667
De Fortuny Ej, 2013, Big Data-Us 10.1089/big.2013.0037 82 8.2
Balcerzak Ap, 2017, Acta Polytech Hung NA 81 13.5
Kittel B, 1999, Eur J Polit Res 10.1111/1475-6765.00448 80 3.3333
Kesgin U, 2006, Energy 10.1016/j.energy.2005.01.012 78 4.5882
Auijla Gs, 2018, Ieee T Ind Inform 10.1109/TI11.2017.2738841 78 15.6
Xu Xj, 2018, Nucleic Acids Res 10.1093/nar/gkx897 75 15
Lusher Sj, 2014, Drug Discov Today 10.1016/j.drudis.2013.12.004 72 8
Claessens S, 2012, ] Bank Financ 10.1016/j.jbankfin.2011.11.020 69 6.2727
Sohangir S, 2018, ] Big Data-Ger 10.1186/s40537-017-0111-6 69 13.8
Silva W, 2017, ] Financ Stabil 10.1016/j.jfs.2016.12.004 69 11.5

Lo Sf, 2006, Asia Pac J Oper Res 10.1142/50217595906000930 66 3.8824
Holloway ], 2018, Remote Sens-Basel 10.3390/rs10091365 65 13
Koschker Ac, 2006, Exp Clin Endocr Diab 10.1055/s-2006-923808 63 3.7059
Downey Po, 2016, Aob Plants 10.1093/aobpla/plw047 63 9
Wigand C, 2014, Ecol Appl 10.1890/13-0594.1 62 6.8889
Joh Ee, 2014, Wash Law Rev NA 62 6.8889
Koyuncugil As, 2012, Expert Syst Appl 10.1016/j.eswa.2011.12.021 61 5.5455
Borensztein E, 2002, ] Monetary Econ 10.1016,/50304-3932(02)00116-2 60 2.8571
Brewer E, 2013, ] Financ Serv Res 10.1007 /s10693-011-0119-6 59 5.9
Kshetri N, 2016, Int ] Inform Manage 10.1016/j.ijinfomgt.2015.11.014 59 8.4286

Source: Authors” analysis.
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Table A3. Countries with the most published and cited articles.

Most Published Most Published and Cited

Region Freq Country Total Citations Average Article Citations
USA 354 USA 3084 25.916
China 310 China 1331 10.318
UK 118 United Kingdom 1213 29.585
India 103 France 725 40.278
Germany 97 Canada 414 23
Spain 72 India 404 6.733
France 66 Germany 396 10.703
Russia 63 Australia 374 13.357
Italy 58 Italy 331 12.731
Australia 56 Netherlands 302 17.765
Malaysia 49 Turkey 254 12.095
Pakistan 45 Belgium 237 21.545
Brazil 39 Korea 217 11.421
Canada 39 Spain 216 7.714
Turkey 37 Switzerland 175 29.167
Netherlands 36 Poland 158 7.524
South Korea 35 Japan 152 13.818
Vietnam 35 Czech Republic 126 8.4
Poland 34 Israel 124 41.333
Iran 31 Iran 120 10.909

Source: Authors’ analysis.
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Figure A1. Cumulative word growth of 20 words from 1991 to 2021. Source: Author’s illustration.
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Step-by-Step Bibliometrix Package:

The bibliometrix process was carried out using the programming software R (the version
of the software is 4.3.1 for Windows) and R Studio. Using these software, we followed
these steps:

Step 1—install “bibliometrix” package. Use the command “install.packages (“bibliometrix”)”.
Step 2—run “bibliometrix” package (command “library (bibliometrix)”).
Step 3—"bibliometrix” library is ready for use.
Step 4—open Biblioshiny” web-based software (command “Biblioshiny ()”)
Step 5—convert the collected raw data from Scopus and WoS to Excel.
Step 6—merge both datasets into one single dataset.
Step 7—analyse the data to fulfill the research purpose.
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